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ABSTRACT 

Owner of data driven to allow their composite data management 
systems from local places to the commercial open cloud for 
remarkable economic savings and flexibility .Keyword search on 
cloud having numerous advantages, as the owner of   data will get 
powerful tool to precisely describe his informational need . But 
for protecting data confidentiality, sensitive data have to be 
encrypted before subcontracting, which obsoletes traditional 
utilization of data based on keyword query search. Thus, 
permitting an encrypted cloud data search service is of vital 
prominence. In this paper we define and try to solve the 
stimulating problem of authentication and access control for multi 
keyword ranked search over encrypted data  in cloud computing, 
and to establish a set of strict confidentiality requirements for 
such a secure cloud data utilization system, between numerous 
multi-keyword semantics, and to choose the efficient similarity 
quota of coordinate matching , as numerous contests as possible, 
to capture the relevance of data documents to the search query. 
Auxiliary use “internal product resemblance” to quantitatively 
assess such resemblance measure. In this project first to propose a 
basic idea for the AMRSED based on secure inner product 
computation, and then give two significantly improved AMRSED 
schemes to achieve various stringent confidentiality requirements 
in two dissimilar risk models. To improve search information of 
the data search facility, further extend the two schemes to support 
more search semantics. Extensive performance evaluations have 
shown that the projected system can achieve better productivity in 
terms of the functionality and computation upstairs associated 
with existing approaches. For the future work, to examine on the 
authentication and access control issues in searchable encryption 
technique. 
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1. INTRODUCTION 

Mobile cloud computing gets freed of the hardware 
restriction of mobile devices by exploring the scalable and 
virtualized cloud storage and computing resources, and 
thus able to provide much more powerful and scalable 
mobile services to users. In mobile cloud computing, 
mobile operators classically subcontract their data to 
external cloud servers, e.g., iCloud, to delight a firm, cost 

effective and accessible way for data storage and 
admittance. However, as subcontracted data typically 
contain sensitive personal information, such as photos, chat 
messages, personal documents, etc., which would lead to 
severe confidentiality violations, if without effectual 
protections. It is therefore necessary to encode the sensitive 
data before subcontracting them to the cloud. The data 
encryption, however, would result in salient difficulties 
when other users need to access intended data with search, 
due to the hitches of search over encoded data. This 
fundamental issue in mobile cloud computing accordingly 
inspires an widespread body of research in the recent years 
on the examination of search- able encryption method to 
attain effective searching over subcontracted encrypted 
data.                                                      

2. SYSTEM ARCHITECTURE  

              

 

3. EXISTING SYSTEM  

In existing method data owner can be encrypted the 
documents and the cloud server, documents can be 
decrypted in cloud. In order to meet the practical search 
requirements, search over encrypted data should support 
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the following three roles. First, the searchable encryption 
systems should care multi-keyword search, and offer the 
same user experience as searching in Google search with 
diverse keywords; single keyword search is far from 
appropriateness by only recurring very partial and 
imprecise search results. Although the existing schemes 
aim at providing integrity confirmation for different data 
storage systems, the problem in supporting both public 
auditability and data dynamics has not been fully 
addressed. How to achieve a protected and effective design 
to flawlessly integrate these two important components for 
data storage service remains an open stimulating task in 
Cloud Computing. 

4. PROPOSED SYSTEM  

 We define and solve the challenging problem of 
authentication and access control for multi-keyword ranked 
search over encrypted cloud data (AMRSED), and 
establish a set of firm authentication and access control 
requirements for such a secure cloud data application 
system to become a truth. Among various multi-keyword 
semantics, we had chosen the effective standard of 
“coordinate matching”. Here we are providing foolproof 
security in proprietors upload side as well as on the 
download side. For better security client splitting that 
single file into nine different blocks and providing a unique 
identification number for each chunk.  

5. PROPOSED SCHEME   

In this section, we give a detailed description of our 
scheme. We firstly propose to implement the semantic 
multi-keyword ranked search.  

A. AMRSED Approach 

As an effort towards the issue, in this paper, we propose an 
efficient multi-keyword ranked search scheme over 
encrypted mobile cloud data (AMRSED) through blind 
storage. Our main contributions can be summarized as 
follows:   
 

• We introduce a relevance score in searchable 

encryption to achieve multi-keyword ranked search 

over the encrypted mobile cloud data. In addition to 

that, we construct an efficient index to improve the 

search efficiency.  

• By modifying the blind storage system in the 

AMRSED, we solve the trapdoor disassociation 

problem and mask access pattern of the search user 

from the cloud server.  

• We give thorough security analysis to demonstrate that 

the EMRS can reach a high security level including 

confidentiality of documents and index, trapdoor 

confidentiality, trapdoor disassociation, and covering 

access pattern of the search user. Moreover, we 

implement extensive experiments, which show that the 

AMRSED can achieve enhanced efficiency in the 

terms of functionality and search efficiency compared 

with existing proposals. 

 

B. Security Requirements  

Specifically, the AMRSED aims to provide the following 
four security requirements:  
 

• Confidentiality of Documents and Index: Documents and 

index should be encrypted before being subcontracted to 

a cloud server. The cloud server should be prevented 

from prying into the subcontracted documents and 

cannot infer any associations between the documents and 

keywords using the index.  

• Trapdoor Confidentiality: Since the search user would 

like to keep her searches from being exposed to the 

cloud server, the cloud server should be prevented from 

knowing the exact keywords contained in the trapdoor of 

the search user.   

• Trapdoor disassociation: The trapdoors should not be 

linkable, which means the trapdoors should be totally 

different even if they contain the same keywords. In 

other words, the trapdoors should be randomized rather 

than determined. The cloud server cannot infer any 

associations between two trapdoors.  

• Covering Access Pattern of the Search User: Access 

pattern is the sequence of the searched results. In the 

EMRS, the access pattern should be totally masked from 

the cloud server. Specifically, the cloud server cannot 

learn the total number of the documents stored on it or 

the size of the searched document even when the search 

user retrieves this document from the cloud server.  

 

C. Blind Storage System   
 
A blind storage system is built on the cloud server to sup- 
port adding, updating and deleting documents and covering 
the access pattern of the search user from the cloud server. 
In the blind storage system, all documents are divided into 
fixed-size blocks. These blocks are indexed by a sequence 
of random integers generated by a document-related seed. 
In the view of a cloud server, it can only see the blocks of 
encrypted documents uploaded and downloaded. Thus, the 
blind storage system leaks little information to the cloud 
server. Specifically, the cloud server does not know which 
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blocks are of the same document, even the total number of 
the documents and the size of each document. Moreover, 
all the documents and index can be stored in the blind 
storage system to achieve a searchable encryption scheme.  

5. PERFORMANCE ESTIMATION   

A. Functionality  

Considering a large number of documents and search users 
in a cloud environment, searchable encryption schemes 
should allow confidentiality-preserving multi-keyword 
search and return documents in a order of higher relevance 
to the search request. As shown in TABLE 1, we compare 
functionalities among the EMRS, Cash‟s scheme, Cao‟s 
scheme and Naveed‟s scheme.  

  
B. Search Efficiency  

Search operation in Cao‟s scheme requires computing the 
relevance scores for all documents in the database. For 
each document, the cloud server needs to compute the 
inner product of two (d+2)-dimension vectors twice. Thus, 
the computation complexity for the whole data collection is 
O(md). 
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As we can see, the search time in Cao‟s scheme linearly 
increases with the scale of the dataset, which is impractical 
for large-scale dataset. In the EMRS, by adopting the 
inverted index z which is built in the blind storage system, 
we achieve a sub linear computation overhead compared 
with Cao‟s scheme. Upon receiving stag, the cloud server 
can use stag to access blind storage and retrieve the 
encrypted relevance vector on the blocks indexed by the 
stag. These blocks consist of blocks of documents 
containing the stag-related keyword and some dummy 
blocks. Thus, the EMRS can significantly decrease the 
number of documents which are relevant to the searched 
keywords. Then, the cloud server only needs to compute 
the inner product of two (d+2)-dimension vectors for the 
associated documents rather than computing relevance 
scores for all documents as that in Cao‟s scheme . The 
computation complexity for search operation in the EMRS 
is O(α%sd), where %s represents the the number of 
documents which contain the keyword applied by the 
keyword-related token stag and the α is the extension 
parameter that scales the number of blocks in a document 
to the number of blocks in the set Sf . The value of %s can 
be small if the search user typically chooses the estimated 
least frequent keyword, such that the computation cost for 
search on the cloud server is significantly reduced. The 
computation cost of search phase is mainly affected by the 
number of documents in the dataset and the size of the 
keyword dictionary. In our experiments, we implement the 
index on the memory to avoid the time-cost I/O operations. 
Note that, although the time costs of search operation are 
linearly increasing in both schemes, the increase rate of the 
AMRSED is less than half of that in Cao‟s scheme.  

C. Measure  

In this paper , we still use the measure of traditional 
information retrieval. Before the introduction of the F-
measure’s concept, we will firstly give the brief of the 
precision and recall. Precision is the fraction of retrieved 
instances that are relevant, while recall is the fraction of 
relevant instances that are retrieved. Both precision and 
recall are therefore based on an understanding and measure 
of relevance. F-measure that combines precision and recall 
is the harmonic mean of precision and recall. Here, we 
adopt F-measure to weigh the result of our experiments.  

6. SECURITY ANALYSIS   

 CONFIDENTIALITY OF DOCUMENTS AND INDEX 
The documents are encrypted by the traditional symmetric 
cryptography technique before being subcontracted to the 
cloud server. Without a correct key, the search user and 
cloud server cannot decrypt the documents. As for index 
confidentiality, the relevance vector for each document is 
encrypted using the secret key M1, M2, and S. And the 
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descriptors of the documents are encrypted using CPABE 
technique. And only the search user with correct attribute 
keys can decrypt the descriptor ABEυi(idi||Ki||x) to get the 
document id and the associated symmetric key. Thus, the 
confidentiality of documents and index can be well 
protected.  
TRAPDOOR CONFIDENTIALITY When a search user 
generates her trapdoor including the keyword-related token 
stag and encrypted query vector Q, she randomly chooses 
two numbers r and t. Then, for the query vector q, the 
search user extends it as (rq,r,t) and encrypts the query 
vector using the secret key M1,M2 and S. Without the 
secret key M1,M2, S and K9, the cloud server cannot pry 
into the trapdoor. Thus, the keyword information In the 
trapdoor is totally masked from the cloud server in the 
EMRS and trapdoor confidentiality is well protected.  
 TRAPDOOR  DISASSOCIATION Trapdoor  
disassociation is defined as that the cloud server cannot 
infer associations between any two trapdoors. Even though 
the cloud server cannot decrypt the trapdoors, any 
association between two trapdoors may lead to the leakage 
of the search user‟s confidentiality. We consider whether 
the two trapdoors including stag and the encrypted query 
vector Q can be linked to each other or to the keywords.  
 COVERING ACCESS PATTERN OF THE SEARCH 
USER The access pattern means the sequence of the 
searched results .In Cash’s scheme  and Chaos scheme, the 
search user directly obtains the associated documents from 
the cloud server, which may reveal the association between 
the search request and the documents to the cloud server. 
In the EMRS by modifying the blind storage system, 
access pattern is well masked from the cloud server.  

 
Table 2: Comparison of Security Level  

  

7. RELATED WORK  

Keyword based search on encrypted data is a promising 
technique that offers the search facility over the encrypted 
cloud data. It can mainly be classified into two types: 
keyword based search on Public-key Encryption and 
keyword based search on Symmetric Encryption. One can 
adopt the inverted index TSet, which maps the keyword to 
the documents containing it, to accomplish efficient multi-
keyword search for freebase datasets or large scale 
databases .Blind storage system achieve searchable 
encryption and mask the access pattern of the search user. 
However, only single-keyword search is supported. Here 
this propose a security analysis with trapdoor 
confidentiality system and provide a security in download 
side.  

8. CONCLUSION  

In this paper, we have proposed a multi-keyword ranked 
search scheme to enable accurate, efficient and secure 
search over encrypted mobile cloud data. Security analysis 
have confirmed that proposed scheme can effectively 
achieve confidentiality of documents and index, trapdoor 
confidentiality, trapdoor  disassociation, and covering 
access pattern of the search user. Wide performance 
appraisals have shown that the proposed scheme can 
achieve better efficacy in terms of the functionality and 
computation overhead compared with existing ones. For 
the future work, will investigate on the authentication and 
access control issues in searchable encryption method and 
provide an block insertion method to divide the files and 
provide unique identification method and using decryption 
key download the files in the users side. This method can 
achieve the search effectiveness.  
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