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ABSTRACT 

For better understanding and perfection of AODV mobile 
network, it can be empowered by classifying various clustering 
patterns proposed for AODV Routing Protocol in Mobile Ad-hoc 
Networks. Due to the movement of network nodes in the Mobile 
Ad-hoc network results in growth of the overhead message in 
topology maintenance. Protocols effort to keep the amount of 
nodes in a cluster around a pre-defined threshold to accelerate the 
optimal task of the Medium Access Control Protocol. The 
clusterhead selections invoked on-demand and is targeted to 
decrease the computation and communication costs in AODV 
network. A huge variety of approaches which focuses on 
different performance metrics like Weighted Clustering 
Algorithm in ad-hoc clustering have been established. Weighted 
Cluster Algorithm takes care of the stability of the network and 
thereby decreases the computation and communication costs 
linked with it. This paper presents a re-clustering schemes in 
AODV Protocol in Mobile Ad-hoc Network. Re-clustering 
occurs because of change in Key-Server. If Key-Server changes, 
the new Key-Server need to generate and distribute the new keys 
to all the members in the group. 
 

Keywords: Mobile Ad-hoc Networks, Clustering, Clusterhead, 
Key-Server. 

1. INTRODUCTION 

Mobile Ad-hoc Network is collection of mobile nodes 
which are automatic-configuring and infrastructure less. 
The mobile node changes their position and topology 
without any centralized control. There is an intermediate 
node which works like router and server and it is also 
responsible for sending packet and analyzing the network. 
Mobile Ad-hoc Network is dynamic, so any node can be 
used for some time for a network. In MANET, node can 
also be transferred within the network or from one ad-hoc 
network to other ad-hoc network. Presently only two 

different types of wireless Mobile Ad-hoc Network are 
known. The first one is known as Base Station and second 
one is known as Mobile Ad-hoc Network. The mobility 
model controls all dynamic locations. This mobile model 
use specific parameter and check the dynamic performance 
of various different routing protocols. 

2. OVERVIEW OF AODV ROUTING 
PROTOCOL  

Basically, Routing protocols are set of topology to send 
the information from source node to the destination node. 
Routing Protocol are divided into three categories based 
on how and when paths are discovered. Proactive 
Protocols, Reactive Protocols and Hybrid Protocols are 
three types of routing protocols in Mobile Ad-hoc 
Network. All paths dynamically generated when required 
for sending data from source to destination, it is also 
known as dynamic Protocols. In Reactive Routing 
Protocols, complexity is very high and packet transmission 
time is very low compared then proactive routing 
protocols. 
Ad-hoc On-demand Distance Vector (AODV): AODV is 
Ad-hoc On-demand Distance Vector Routing Protocol. 
AODV is a reactive routing protocol because paths are 
established on-demand as they are required. The main 
advantage of the AODV routing protocol is no extra traffic 
for communication along existing links and memory. Ad-
hoc On-demand Distance Vector is not preserve path and 
uses Destination Sequence Numbers (DNS) for each route 
entry. [1][2] 
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Fig. 1. AODV Protocol Messaging Processor 

 
AODV use various different message type Route Request 
(RREQ), Route Error (RERR), Route Response (RREP) in 
finding path source to destination by using UDP (User 
Datagram Protocol) packet. 

3. DESCRIPTION OF MOBILITY MODEL 

To check the movement behaviors of AODV routing 
protocol, mobility model are used. In this paper, we used 
random waypoint mobility model. The Random Waypoint 
Model is a random model for the movement of mobile 
nodes, and how their velocity, location and acceleration 
changes over time. In this model, the mobile nodes move 
freely and randomly without any restriction. [3] 
 

 

Fig. 2. Random Waypoint Model 

4. ENERGY CONSUMPTION MODEL  

We have calculated the Energy Consumption for Key 
Generation proposed by Nachiketh (Nachiketh R. et al. 
2003) and for Data Transmission and receiving are 
proposed by Dongkyun Kim (Dongkyun Kim. Et al. 
2002). [4] 
The Energy Consumption needed to transmit a packet p 
then the energy E(p)=i*v*tp Joule, where i is fresh value, v 
the voltage, and tp the time occupied to transmit the packet 
p. Energy Consumption for the key setup phase using 
AES-128 bit key is 7.83 uJ/key. We use to simulate 
symmetric key of AES (Advanced Encryption Standard) 
128 bit length. 

5. OUR APPROACH  

What have three experimental leads that have been 
discussed above and these experimental leads to optimize 
selection of clusterheads as each deal have one subset of 
parameters that imposes limitations on the system. Due to 
resource constraints, clusterhead might not handle the 
nodes even if the adjacent nodes lie within the 
transmission range. Therefore, to handle the load capacity 
of clusterhead an upper bound is enforced. So in simple 
words, covering the area least number of clusterhead will 
impose more pressure on clusterheads. But at the same 
instance, more clusterheads implies more costly system. 
This might eventually lead to good throughput, but it will 
also lead to high latency as the data packets now need to 
through multiple hops. Thus it’s still a problem to choose 
an optimal number of clusterheads as increasing them 
would lead to high throughput which will leads to high 
latency which is not preferred. Therefore, we suggest 
using combined weighted metric that take into 
consideration various parameters like ideal node degree, 
mobility, transmission power and the battery power of the 
nodes. [5][6] 
We should have a fully dispersed system where all nodes 
share same responsibility and performance as clusterheads. 
However more number of clusterheads means more 
number of hops from source to destination as the packet 
currently needs to go through larger number of 
clusterheads. This result leads to more power 
consumption, higher latency and more information 
processing per node.  To maximize resource utilization we 
need to have minimum number of clusterheads that 
shelters the entire geographical area over which the nodes 
are dispersed. The complete area can be divided into two 
regions, the size of which can be defined by node’s 
transmission range. [6] [7] 
Basis for Our Algorithm- 
To choose how much appropriate a node is to be as a 
clusterhead, we take constraints - battery power, mobility, 
degree and transmission power. 
The following features are considered in our WCA for 
AODV routing protocol. 
 

• The awaking procedure of clusterhead election is 
not periodic and need to invoke as minimum as 
possible. It leads reduction in system-updates 
which results into optimized computation & 
communication cost. 

• To guarantee the efficient MAC functioning, each 
clusterhead can ideally back pre-defined 
threshold nodes. By optimizing the number of 
nodes in each cluster, we can achieve a high 
throughput of the system. 

• Battery power can be utilized effectively only in 
particular transmission range. Battery power 
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consumption is more, if the node acts as a 
clusterhead instead of a normal node. 

• If one normal node moves out of a cluster and 
join other prevailing cluster, it will result into Re-
affiliation.  

• A better communication is possible with 
clusterhead if the nodes are neighbours and 
within the transmission range. This is because of 
the signal weakening when distance increases. [8] 

Clusterhead Selection Technique for AODV Routing 
Protocol- 
Step 1: Find the acquaintances of every node v (i.e. nodes 
within its broadcast range). This gives the degree, dv, of 
this node. H is number of nodes a clusterhead can handle.  
Step 2: Calculate the degree-difference, Dv = | dv – H|, for 
all node v. 
Step 3: For every node, calculate the sum of the distances, 
Sv, with all its acquaintance. 
Step 4: Calculate the running average of the speed for 
every node v. This provides the mobility of the nodes v 
and it denoted by Mv. 
Step 5: Calculate consumed battery power, Tv. As we have 
assumed that battery power utilization is more for a 
clusterhead in comparison to an ordinary node. 
Step 6: Calculate a combined weight Iv = c1 * Dv+ c2 * Sv + 
c3 * Mv + c4 * Tv, for each node v. 
The coefficients c1, c2, c3, c4 are the weighting factors for 
the corresponding system parameters. 
Step 7: Calculate the average of all nodes weights, AI, and 
also compute the average of all nodes rekey probabilities, 
ARP. 
Step 8: Now check for each node v, 
If (weight Iv< AI and also corresponding rekey probability, 
RPv< ARP)  
Then Calculate the new weight NIv= Iv* 0.001 + RPv.  
Step 9: Select the node with minimum NIv to be the 
clusterhead. 

6. SIMULATION RESULT AND ANALYSIS 

We have simulate re-clustering in AODV Routing 
Protocol in Mobile Ad-hoc Network. Simulation is 
performed in C++ language. We have implemented 
experiment on groups of 128, 256, 512, 768, 1024 nodes. 
For each experiment, we have created the joining/leaving 
of nodes randomly, in addition, some members may leave 
because of power exhaustion and some members may 
leave/join based on connection failure or availability. For 
each leave/join operation we have recorded the numbers of 
Rekeys generated, Energy Consumption for Key 
Generation and Energy Consumption at Key-Server, 
Energy Consumption for Data Transmission. 
In AODV re-clustering approach, we have categorized 
three categories namely Static, Semi-Dynamic and 

Dynamic based on number of leaves and rekey 
probabilities. But in AODV MANET we added some extra 
parameters to classify these categories. The additional 
parameters are pause time, node mobility and updating 
interval time. The additional parameter are listed in Table 
I. In simulation for every updating interval time we have 
updated the node positions and routing tables. 
 

      Table 1: Simulation Parameters 

Simulation 

Parameters 

Static Semi-

Dynamic 

Dynamic 

Mobility 0-5 m/s 0-10 m/s 0-20 m/s 

Packet Size 256 bytes 256 bytes 256 bytes 

Mobility 

Model 

Random 

Waypoint 

Random 

Waypoint 

Random 

Waypoint 

Pause Time 0-10 sec 0-5 sec 0 sec 

Updating 

interval time 

10 sec 5 sec 1 sec 

No. of leaves ¼ of Group 

Size 

½ of Group 

Size 

¾ of Group 

Size 

Area (in sq. 

m) 

800x800 800x800 800x800 

Energy 0-1000 J 0-1000 J 0-1000 J 

 

Simulation Parameters 
 

A. Simulation Results 

In this section, we present the Rekey Cost and Energy 
Consumption values for Routing, Key Generation, Data 
Transmission for 0 to 5 times re-clustering in Static, Semi-
Dynamic and Dynamic scenarios in AODV Protocol.  As 
the number of re-clustering increases, the Rekey Cost and 
other Energy Consumptions also increases for each group 
size of 128, 256, 512, 768 and 1024. 
 

 
 
Fig. 3. Group Size Vs Rekey Cost (Static Scenario) for 0 to 5 times Re-

clustering 
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The figure 3 is displays Rekey Cost of the network in case 
of Static category for 0 to 5 times re-clustering in Ad-hoc 
On-demand Distance Vector Protocol. Rekey Cost in 
Static category is less as compare to Semi-Dynamic 
category and Dynamic category. Here, we can observe that 
as the number of re-clustering increases, the Rekeying 
Cost also increases. 

 

 
 
Fig. 4. Group Size Vs Energy Consumption at Server (Static Scenario) 
for 0 to 5 times Re-clustering 

 

The figure 4 is displays Energy Consumption @ Server in 
the network in case of Static category for 0 to 5 times re-
clustering in Ad-hoc On-demand Distance Vector Protocol. 
Energy Consumption @ Server in Static category is less as 
compare to Semi-Dynamic category and Dynamic 
category. 

 

 
 
Fig. 5. Group Size Vs Energy Consumption for Routing (Static Scenario) 
for 0 to 5 times Re-clustering 

 

The figure 5 is displays Energy Consumption for Routing 
in the network in case of Static category for 0 to 5 times 
re-clustering in Ad-hoc On-demand Distance Vector 
Protocol. Energy Consumption for Routing in Static 
category is less as compare to Semi-Dynamic category and 
Dynamic category. 

 

 
 
Fig. 6. Group Size Vs Energy Consumption for Data Transmission (Static 
Scenario) for 0 to 5 times Re-clustering 

 

The figure 6 is displays Energy Consumption for Data 
Transmission in the network in case of Static category for 
0 to 5 times re-clustering in Ad-hoc On-demand Distance 
Vector Protocol. Energy Consumption for Data 
Transmission in Static category is less as compare to 
Semi-Dynamic category and Dynamic category. 

 
 
Fig. 7. Group Size Vs Energy Consumption for Key Generation (Static 
Scenario) for 0 to 5 times Re-clustering 

 

The figure 7 is displays Energy Consumption for Key 
Generation in the network in case of Static category for 0 
to 5 times re-clustering in Ad-hoc On-demand Distance 
Vector Protocol. Energy Consumption for Key Generation 
in Static category is less as compare to Semi-Dynamic 
category and Dynamic category. 
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Fig. 8. Group Size Vs Total Energy Consumption in Network (Static 

Scenario) for 0 to 5 times Re-clustering 

 

The figure 8 is displays Total Energy Consumption in 
Network in case of Static category for 0 to 5 times re-
clustering in Ad-hoc On-demand Distance Vector Protocol. 
Total Energy Consumption in Network in Static category 
is less as compare to Semi-Dynamic category and 
Dynamic category. 

 

 
 
Fig. 9. Group Size Vs Rekey Cost (Semi-Dynamic Scenario) for 0 to 5 

times Re-clustering 

 

The figure 9 is displays Rekey Cost of the network in case 
of Semi-Dynamic category for 0 to 5 times re-clustering in 
Ad-hoc On-demand Distance Vector Protocol. Rekey Cost 
of Semi-Dynamic category is less as compare to Dynamic 
category. Here, we can observe that as the number of re-
clustering increases, the Rekeying Cost also increases. 

 

 
Fig. 10. Group Size Vs Energy Consumption at Server (Semi-Dynamic 

Scenario) for 0 to 5 times Re-clustering 

 

The figure 10 is displays Energy Consumption @ Server 
in the network in case of Semi-Dynamic category for 0 to 
5 times re-clustering in Ad-hoc On-demand Distance 
Vector Protocol. Energy Consumption @ Server in Semi-
Dynamic category is less as compare to Dynamic category. 

 

 
 
Fig. 11. Group Size Vs Energy Consumption for Routing (Semi-Dynamic 

Scenario) for 0 to 5 times Re-clustering 

 

The figure 11 is displays Energy Consumption for Routing 
in the network in case of Semi-Dynamic category for 0 to 
5 times re-clustering in Ad-hoc On-demand Distance 
Vector Protocol. Energy Consumption for Routing in 
Semi-Dynamic category is less as compare to Dynamic 
category. 
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Fig. 12. Group Size Vs Energy Consumption for Data Transmission 
(Semi-Dynamic Scenario) for 0 to 5 times Re-clustering 

 

The figure 12 is displays Energy Consumption for Data 
Transmission in the network in case of Semi-Dynamic 
category for 0 to 5 times re-clustering in Ad-hoc On-
demand Distance Vector Protocol. Energy Consumption 
for Data Transmission in Semi-Dynamic category is less 
as compare to Dynamic category. 

 

 
Fig. 13. Group Size Vs Energy Consumption for Key Generation (Semi-
Dynamic Scenario) for 0 to 5 times Re-clustering 

 

The figure 13 is displays Energy Consumption for Key 
Generation in the network in case of Semi-Dynamic 
category for 0 to 5 times re-clustering in Ad-hoc On-
demand Distance Vector Protocol. Energy Consumption 
for Key Generation in Semi-Dynamic category is less as 
compare to Dynamic category. 

 

 
 
Fig. 14. Group Size Vs Total Energy Consumption in Network (Semi-
Dynamic Scenario) for 0 to 5 times Re-clustering 

 

The figure 14 is displays Total Energy Consumption in 
Network in case of Semi-Dynamic category for 0 to 5 
times re-clustering in Ad-hoc On-demand Distance Vector 
Protocol. Total Energy Consumption in Network in Semi-
Dynamic category is less as compare to Dynamic category. 

 

 
 
Fig. 15. Group Size Vs Rekey Cost (Dynamic Scenario) for 0 to 5 times 
Re-clustering 

 
The figure 15 is displays Rekey Cost of the network in 
case of Dynamic category for 0 to 5 times re-clustering in 
Ad-hoc On-demand Distance Vector Protocol. Rekey Cost 
of Dynamic category is high as compare to Static category 
and Semi-Dynamic category. Here, we can observe that as 
the number of re-clustering increases, the Rekeying Cost 
also increases. 
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Fig. 16. Group Size Vs Energy Consumption at Server (Dynamic 

Scenario) for 0 to 5 times Re-clustering 

 

The figure 16 is displays Energy Consumption @ Server 
in the network in case of Dynamic category for 0 to 5 
times re-clustering in Ad-hoc On-demand Distance Vector 
Protocol. Energy Consumption @ Server in Dynamic 
category is high as compare to Static category and Semi-
Dynamic category. 

 

 
 
Fig. 17. Group Size Vs Energy Consumption for Routing (Dynamic 
Scenario) for 0 to 5 times Re-clustering 

 

The figure 17 is displays Energy Consumption for Routing 
in the network in case of Dynamic category for 0 to 5 
times re-clustering in Ad-hoc On-demand Distance Vector 
Protocol. Energy Consumption for Routing in Dynamic 
category is high as compare to Static category and Semi-
Dynamic category. 

 

 
Fig. 18. Group Size Vs Energy Consumption for Data Transmission 

(Dynamic Scenario) for 0 to 5 times Re-clustering 

 
The figure 18 is displays Energy Consumption for Data 
Transmission in the network in case of Dynamic category 
for 0 to 5 times re-clustering in Ad-hoc On-demand 
Distance Vector Protocol. Energy Consumption for Data 
Transmission in Dynamic category is high as compare to 
Static category and Semi-Dynamic category. 

 

 
 
Fig. 19. Group Size Vs Energy Consumption for Key Generation 
(Dynamic Scenario) for 0 to 5 times Re-clustering 

 
The figure 19 is displays Energy Consumption for Key 
Generation in the network in case of Dynamic category for 
0 to 5 times re-clustering in Ad-hoc On-demand Distance 
Vector Protocol. Energy Consumption for Key Generation 
in Dynamic category is high as compare to Static category 
and Semi-Dynamic category. 
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Fig. 20. Group Size Vs Total Energy Consumption in Network (Dynamic 

Scenario) for 0 to 5 times Re-clustering 

 

The figure 20 is displays Total Energy Consumption in 
Network in case of Dynamic category for 0 to 5 times re-
clustering in Ad-hoc On-demand Distance Vector Protocol. 
Total Energy Consumption in Network in Dynamic 
category is high as compare to Static category and Semi- 
Dynamic category. 

7. CONCLUSIONS  

On-demand Weighted Clustering Algorithm is 
recommended because of its dynamically adaptive nature 
with the ever shifting topology of ad-hoc networks. 
Weight Cluster Algorithm has flexibility to handover 
different weights and takes in to an account joined effect 
of the ideal battery power, mobility and degree and 
transmission power of nodes. When a node is no longer 
capable to attach itself with the working clusterheads than 
weighted cluster algorithm is performed. Re-clustering 
occurs because of change in Key-Server. Whenever Key-
Server fails in re-clustering, the new Key-Server needs to 
generate and distribute the new keys to all the members in 
the group. In this section, we present the Rekey Cost and 
Energy Consumption values for 0 to 5 times re-clustering 
in Static, Semi-Dynamic and dynamic scenarios.  As the 
number of re-clustering increases, the Rekey Cost and 
other Energy Consumptions also increases in Ad-hoc On-
demand Distance Vector Protocol in Mobile Ad-hoc 
Networks. 
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