
 

 

 

 

  

International Journal of Computer Engineering and Information Technology 
 

VOL. 11, NO. 5, May 2019, 94–100 

Available online at: www.ijceit.org 

E-ISSN 2412-8856 (Online)

 

A Survey on Attacks and Defense Mechanisms in Smart Grids 

Mohammed S. Al-kahtani
1
 and Lutful Karim

2
 

 
1 
Dept. of Computer Engg., Prince Sattam bin Abdulaziz University, Saudi Arabia 

2
 School of ICT, Seneca College of Applied Arts and Technology, Canada 

 

ABSTRACT 
As the world becomes increasingly connected through the rise of 

smart devices, greater wireless access, and cheaper costs for 

data, the need for smart grid that digitizes the distribution, 

monitoring and control of energy usage becomes significant as it 

also allows bidirectional communication between the consumer 

and energy provider. Hence, researches are being conducted to 

provide security and privacy in smart grid. This paper presents a 

comprehensive survey on attacks and defense mechanisms in 

Smart Grid. Especially, this paper presents the most common 

attacks in a smart grid system such as GPS spoofing, Time 

Synchronization Attack, False data injection, and several others 

attacks. Finally, this paper analyzes and proposes 

countermeasures of different attacks. 
 

Keywords: Smart Grid, Cyber-Physical System; Zigbee, 

Data Injection Attack, GPS Spoofing. 

1. INTRODUCTION 

Power grids are distributed critical infrastructure that 
consists of: (i) power generation through burning fossil 
fuels, nuclear reaction, solar radiation, (ii) power 
transmission over a long distance through a high voltage 
system (iii) power distribution to domestic residents over a 
medium or low voltage system and (iv)power consumption 
by customer’s devices [5]. 
Smart Grid system is a revolutionary power grid system 
that is important for our electricity and power needs. It is 
responsible for power distribution through transmission 
lines, substations, and any other components that the smart 
grid is made up of [5]. The smart grid system uses 
combinations of technologies, one of the crucial ones 
being the smart meter. Smart meter is a device that is 
responsible for communication between the Smart grid's 
control system and the devices, nodes, or buildings that 
rely on the Smart grid system for its power states and 
distribution [6]. Hence, providing security in smart grid 
system is significantly important in smart grid system.  
However, security solutions developed for traditional IT 
networks are not effective in grid networks. This is 
because security in IT networks aims to enforce the three 
security principles: confidentiality, integrity and 

availability, while the security in automation (grid) 
networks aims to provide human safety, equipment and 
power lines protection, and system operation [9].   
This paper present the security issues in the current smart 
grid systems. This paper focuses mainly on the most 
common Smart grid system attacks such as GPS spoofing, 
false data injection attack, Time synchronization attack, 
transmission jamming, Denial of Service attack (DoS) and 
eavesdropping as well as their countermeasures as well as  
methods and devices used to defend the smart grid system 
from these attacks. The paper also explains how the 
confidentiality, integrity and availability (CIA) data can be 
compromised both in the client and utility providers.  
Finally, the paper analyzes the proposed defense 
mechanisms the smart grid system, as well as some of the 
flaws in the current defense methods of Smart Grid 
system. The rest of the paper is organized as follows. 
Section 2 presents and defines some terminologies that 
will be used in this paper. Section 3 presents how can 
smart meters, the most important components of smart grid 
systems be compromised. Section 4 presents several 
attacks on smart grid with their mitigation techniques. 
Section 5 provides some proposals on mitigations 
techniques of attacks on smart grid system. 

2. TERMINOLOGIES 

 

This section presents and defines some terminologies that 

are related to securing smart grid systems and will be used 

in rest of the paper. 

Authentication – checks whether the claimed identity of 

an entity is correct.   

Authorization – is a permission that is provided to a 

device or object to perform an operation.   

Integrity – checks whether an information has not been 

altered in an unauthorized manner.   

Confidentiality – means information is not available or 

disclosed to unauthorized individuals, entities, or 

processes.  
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Nonrepudiation – means involvement in an action or 

communication cannot be denied by any party.  

Wireless Sensor Networks (WSN) - A network that 

consists of thousands of sensors to monitor physical and 

environmental phenomena such as temperature, humidity, 

pressure as well as sends those data to base station (BS) 

and central server through Internet. WSNs use the IEEE 

802.15.4-based Zigbee protocol for communication among 

sensors and other low-powered, low data rate devices.  

Time Division Multiple Access (TDMA) – One frequency 

is divided into a number of time slots where each timeslot 

is used by a device to transmit data. Moreover, if one 

attacker is trying to attack a time slot, there will still be 

other time slots transmitting/receiving the data.   

Cyber-Physical System (CPS) - The design of Cyber-

Physical System (CPS) tends to integrate computing and 

communication capabilities with monitoring and control of 

entities in the physical world. Smart Grid, as an energy-

based Cyber-Physical System (CPS), is a new type of 

power grid that provides reliable, secure, and efficient 

energy transmission and distribution.   

Smart Meter - an electronic device that records the amount 

of electrical energy a household has consumed in intervals 

of an hour and communicates the information back to the 

utility provider on a regular basis.   

Automatic Meter Reading (AMR) – is used to 

automatically collect consumption, diagnostic, and status 

data from smart meters (e.g., gas, electric) and transfer the 

data to a central database for billing and other purposes.  

Data Concentrator Unit (DCU) – A device that is used 

with automatic meter reading (AMR) and advanced 

metering infrastructure (AMI) to collect information and 

data from multiple meters before forwarding the data to 

the utility provider.   

Phasor Measurement Unit (PMU) - makes various 

measurements in power systems and attaches time stamps 

to provide precise timing information.   

Rivest Cipher 4 (RC4) - most widely-used software stream 

cipher. It is used in popular protocols such as Secure 

Sockets Layer (SSL) to protect Internet traffic and Wired 

Equivalent Privacy (WEP) to secure wireless networks.  

Transmission overhead – results in for transmitting extra 

bits in a packet that does not represent the actual data.   

3. ATTACKS ON CIA AND 

COUNTERMEASURES  

An attack in smart grid system is also called the smart 

meter attack. An attacker can gain access to the smart 

meter devices that are installed at the customers' 

homes/buildings using the combinations of false data 

injection and network/GPS spoofing. A smart meter 

provides two-way communication between the 

home/building network and the utility provider. For 

instance, it provides communication between customers' 

home security system, and the service provider such as 

ADT [4]. Hence, if any unusual incident happens the smart 

meter quickly sends log files and event reports to ADT 

Company for the issues to be assessed. If a smart meter 

device is compromised several other properties can also be 

compromised by the attacker. These are confidentiality, 

integrity, and availability (CIA). This section presents 

attacks on CIA along with other types of attacks and their 

counter measures in smart grid system.  

3.1 Confidentiality Attack 

Confidentiality is threatened when an attacker can access 

and read the logs and information in the smart meter 

device and sniff exchanged packets [9]. Moreover, the 

attackers will be able to change how the smart meter 

device works.  

Countermeasures – some of the techniques to counter the 

attack against confidentiality are to (i) dynamically change 

the secret key that the smart meter shares with data 

concentrator unit, (ii) not use the same key to encrypt 

every message rather change the key every time to encrypt 

a message (iii) do a regular check-up on the system 

configurations and/or do a system reset to remove any 

current malicious attack attempts [6]. Replacing the 

physical device is also recommended after a certain period 

of time to upgrade the software. 

3.2 Integrity Attack 

An attack on integrity occurs when information of the 

smart meter are tinkered with, replaced, or removed before 

the information are relayed over to the smart meter 

provider. Attackers affect the smart meters by either 

showing higher or less electricity consumption in a 

network using the false data injections.   

Among many countermeasures attacks on integrity the 

most common one is to create secret keys between the 

sender and receiver. If the MAC code that is generated and 

encapsulated into the information matches between the 

sender and receiver, the information is valid and safe for 

both the sender and receiver [4]. 

3.3 Availability Attack 

Smart meters are also exposed to availability attack that 

affect the utility providers or owners having no access to 

the information in the smart meter. Information exchanged 

between the states of client's smart meter and the utility 

provider is crucial in order to assess and solve any existing 

problems quickly [9]. That is why the availability of the 

device plays a very important role in the smart grid system. 

When an attacker would buy themselves some time to plot 

their next attack, they would need to shut down the 

availability of the smart meter device, making it 

temporarily unavailable to receive or send signals from 

https://en.wikipedia.org/wiki/IEEE_802.15.4
https://en.wikipedia.org/wiki/IEEE_802.15.4
http://cryptography.wikia.com/wiki/Stream_cipher?action=edit&redlink=1
http://cryptography.wikia.com/wiki/Stream_cipher?action=edit&redlink=1
http://cryptography.wikia.com/wiki/Secure_Sockets_Layer
http://cryptography.wikia.com/wiki/Secure_Sockets_Layer
http://cryptography.wikia.com/wiki/Wired_Equivalent_Privacy
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and to the utility provider. To do this, attackers would 

switch off the smart meter device, jam the communication 

channel, and even the use denial-of-service attack [5]. This 

would allow the electricity usage go unreported until the 

device has been reset. 

One countermeasure against availability would be to 

replace the smart meter that has been tinkered with. If an 

attacker has already hacked the smart meter, the safest 

choice would be to remove it and replace it with a new one. 

However, this method is expensive. Hence, others 

recommended techniques are (i) to change channel 

frequency for message transmission (ii) to constantly 

update the secret keys that is used to encrypt information, 

(iii) enable security mode to the smart meter device that 

correspond with the ZigBee standard [19].  

4. GPS SPOOFING ATTACK  

GPS spoofing is the most commonly used attack in smart 

grid. This section presents GPS spoofing attack in detail 

along with its counter measures.  

4.1 How Attack is performed 

GPS spoofing is the act of producing a falsified version of 

the GPS signal with the goal of taking control of a target 

GPS receiver’s position, velocity, time (PVT) solution [1]. 

This is the most effectively accomplished when the 

spoofer has knowledge of the GPS signal as seen by the 

target receiver so that the spoofer can produce a matched, 

falsified version of the signal [10]. In GPS spoofing attack, 

an attacker would send a counterfeited signal that has a 

similar or almost exact form of the original GPS signal and 

is received by the device with a slightly weaker signal 

strength. When the counterfeited signal aligns with the 

original signal, a “false peak” is created. Then the GPS 

receiver of the device read the counterfeited GPS signals 

rather than the authentic ones as the counterfeited signal 

takes control of the device and the original signal fades 

away.   

GPS Spoofing is different than GPS Jamming. The GPS 

spoofers trick a navigation system by feeding counterfeit 

signals whereas the GPS jammers flood the navigation 

system with unwanted signals to make it out of order. 

Jammers can also disrupt phone service, civil aviation 

systems, and law enforcement and emergency service 

communications [11]. Spoofing tests against phasor 

measurement units demonstrate their vulnerability to 

attack [1]. A generator trip in an automatic control scheme 

could be falsely activated by the GPS spoofing, possibly 

leading to surging faults and a large-scale power blackout 

[1]. Civilian GPS not safe against GPS spoofing. The best 

way to protect against spoofing is to directly track the 

encrypted code. Of course, this is only possible by using a 

GPS receiver that has a Selective Availability Anti-

Spoofing Module (SAASM). SAASM receivers can track 

code only when is loaded with the currently valid 

decryption key and is also tamper-proof to prevent reverse 

engineering by rivals [10]. 

4.2 Counter Measures of GPS Spoofing 

GPS spoofing can be protected by monitoring the absolute 

GPS signal strength, which involves monitoring and 

recording the average signal strength. Then, it compares 

the observed signal strength to the expected signal strength 

[1]. If the absolute value of the observed signal exceeds a 

threshold value, the GPS receiver would alert consider it 

as a GPS spoofing and alter users.  

Monitor the relative GPS signal strength – The receiver 

software could be modified so that the average signal 

strength could be recorded and compared from one 

moment to the next. An extremely large change in relative 

signal strength would be characteristic of an adversary 

starting to generate a counterfeit GPS signal to override 

the true satellite GPS signals. If the signal increases 

beyond some preset threshold, an alarm would sound and 

the end user could be alerted [19]. 

Another method for detecting GPS spoofing in a smart 

grid is to use the multi-antenna defense system, which can 

determine the signal strength, distance, and frequency 

[13]. Once the value of these parameters are obtained, the 

multi-antenna defense system can use a special algorithm 

to determine if there is any oddity in the GPS signal being 

received and transmitted [13]. 

5. OTHER WELL-KNOWN ATTACKS 

This section presents other attacks in smart grid as follows. 

5.1 Time Synchronization Attack 

Time synchronization attack (TSA) works the similar way 

to GPS spoofing attack. First the attackers evaluate the 

GPS signal of the smart grid system. Then, they create 

fake GPS signals so that the time synchronization 

measuring device (TSMD) of smart grid identifies them at 

different geographic location based on the modified 

timestamp [8]. Once that counterfeited GPS signal is 

received by one of the smart grid's TSMD system, TSMD 

will then make readjustments to the sampling of time and 

geographic location to modify the smart grid's device 

using the information received from the counterfeited GPS 

signal [19]. Once that is done, a special geographic and 

time stamp is created by the TSMD to the smart grid 

device to convey the smart grid control system. This 

causes the control center to misalign the time 

measurements and obtains the incorrect system state 

[18].  The counterfeit GPS signals replace the old GPS 

signal. For instance, inaccurate logs will be created for any 

http://libaccess.senecacollege.ca:2206/ps/i.do?p=GRGM&u=king56371&id=GALE%7CA302115014&v=2.1&it=r&sid=summon&userGroup=king56371&authCount=1
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security breach which result in uneven power distribution 

[19]. 

Some countermeasures against GPS spoofing can also be 

applied to time synchronization attack as they are similar 

in the way they are being attacked. One way to prevent 

TSA is to encrypt the TSMD, which is a similar 

countermeasure for GPS spoofing attack. Another 

countermeasure of TSA is to compare the time. Many 

current GPS receivers do not have an accurate clock. 

Using timing data from an accurate, continuously running 

clock to compare to the time resulting from the GPS signal, 

the reliability of the received GPS signals can be checked. 

If the time strays beyond some threshold, the user can be 

alerted to the possibility of a time synchronization attack 

[8]. 

5.2  Eavesdropping Attack  

Eavesdropping is another type of attack that can affect a 

smart grid.  Since wireless signals are transferred through 

open space, it can be easily intercepted by an 

eavesdropper.  The information on a smart meter can be 

effortlessly read and examined remotely [7].   

One way to protect an attack against eavesdropping is to 

introduce a data encryption method to protect the 

significant data.  If an attacker is smart enough, he would 

be able to decrypt the message if there is a certain pattern 

to it.  To counter this, you would need to make the 

encryption key dynamic, as well as long and unique 

[7].  Constantly changing the encryption key would make 

it stronger as well as making it difficult for the attacker to 

see patterns in the key.  

5.3 False Data Injection and Countermeasures 

In a smart grid, the strong combination between cyber and 

physical operations makes power systems susceptible to 

cyberattacks [17]. Changing the traditional structure of 

power systems and integrating communication devices are 

beneficial for better monitoring and decision making by 

System Operators but increases the chance of being 

maliciously attacked [15].  By injecting false data, the 

communication links can be hacked so that the attacker 

can change the power flow and power injection 

measurements, which are used to estimate the states of 

power system.  The forged data injected by those attacks 

will cause imbalanced demand and supply, increase the 

cost for energy distribution, disrupt the energy distribution 

causing some nodes energy outage in smart grid, and even 

manipulating energy price [14].  An attacker can develop 

malware and spread it to infect smart meters or company 

servers. Malware can be used to replace or add any 

function to a device or a system such as sending sensitive 

information [14]. This way a hacker can alter the amount 

of energy/electricity transmitted through the transmission 

lines without being detectable. 

Bad data - random errors can be filtered by the state 

estimator. Large measurement errors occur when meters 

have biases, drifts or wrong connections [16]. Detection 

and identification of bad data are done only after the 

estimation process by processing the measurement 

residuals. 

In a smart grid, there is bad data measurement. It consists 

of several components such as the estimated data, original 

data, and multiple other vectors that are being used in an 

equation to determine if bad data persists in the smart grid 

system.  

Some of the attacks are random false data injection attack 

and targeted false data injection attack.  Random and 

targeted both have the same concept and goals which is 

used to bypass the bad data detection to alter the 

energy/electricity transmitted through transmission lines 

by using different approaches [2].    

Countermeasures to False Data Injection 

1. Statistical ticket based enroute filtering (STEF) – A key 

is assigned to each smart grid nod to recognize the 

neighboring nodes as well as to encrypt and decrypt data 

packets before transmitting to neighboring nodes.  A valid 

ticket is assigned to each data packet to identify itself as 

unique. The node uses both the ticket and key to create a 

Message Authentication Code (MAC), attaches the code in 

the data packet and then transmits to the neighbouring 

node [15]. Once the neighboring node receives the packet 

it authenticates the packet if it contains a valid ticket or 

MAC. Otherwise, the packet will be dropped [15]. 
 

2. Interleaved hop-by-hop authentication (IHA) – in this 

approach, the base station initiates an association process 

enabling each node to authorize pairwise keys with other 

nodes that are “n” hops away [15].  The forwarding or 

intermediate nodes generate reports about events and 

forwards.  At least one node must accept the report for it to 

be considered a valid node.  
 

3. Dynamic en-route filtering (DEF) – A legitimate report 

is recognized by multiple sensing nodes using their own 

authentication keys.  Initially each node is randomly 

assigned to a seed authentication key and secret keys from 

a global key pool [15].  The cluster head distributes the 

authentication keys to forwarding nodes encrypted with 

secret keys that will be used for validating data/report 

transmitted by a node.  Each forwarding node validates the 

authenticity of the reports and drops the false ones [15]. 

However, this approach uses many keys, which is not 

efficient for resource-constraint sensors.  

5.4 Jamming Attack and Countermeasures 

Another form of encounter against a smart meter would be 

a jamming attack.  Jamming’s’ main purpose is to prevent 

the smart meter from interacting with the provider by 
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using noise signals to disrupt the wireless medium.  There 

are two categories of jamming methods: 

Proactive jamming – where an attacker uses his own 

device to send noise signals to block the wireless signal 

Reactive jamming – where the jammer first eavesdrops on 

the wireless signal and then tries to disrupt the signal only 

when it figures out that signals are being sent through the 

open space [12].  There are four types of jamming methods 

as follows. 

Spot jamming – the attacker transmits all of his power on a 

single frequency to try and take priority over the original 

signal [23].  

Sweep jamming – is similar to spot jamming, but instead 

of focusing on a single frequency, it shifts to another 

frequency when it finishes jamming the first one.  This 

allows sweep jamming to jam multiple frequencies at the 

same time [23]. 

Barrage jamming – a range of frequencies are being 

jammed at the exact same time instead of individually 

jamming one signal at a time [23].  

Deceptive jamming –  constantly injects regular packets 

without time gap in between until a normal node is 

deceived into thinking it's a legitimate packet and turn 

itself into a receiving state [23]. 

Countermeasures – Among many some of the existing 

countermeasures against jamming attacks are: (i) 

encrypting the link-layer packets so it makes attacker very 

difficult to try and jam the packets (ii) using the TDMA 

protocol. Some countermeasures for reactive jamming 

attacks include channel surfing, encryption of link-layer 

packets, spatial retreat, and TDMA protocol [23]. 

In channel surfing method, instead of hopping constantly 

from one frequency to another, a node will keep sending 

their packets through that one frequency until it discovers 

that the current frequency used is being jammed by an 

attacker. Spatial retreat method is using a special algorithm 

where two nodes can coordinate the trafficking of their 

packets in a way so that it avoids the jammed frequency 

[23]. Another common anti-jamming method is called the 

Ant system. In this method, packets are transferred 

through random nodes until it reaches the destination. 

Once the packets have reached the final destination the 

control system will record the path that that packet took to 

send the next one because it knows that the path taken by 

the previous packet is jam-free (hasn't been fully tested) 

[12].  Encrypting link-layer packets makes it more difficult 

to try and jam the packets.  If an attacker can read the 

information in the packets, he will be able to jam that 

certain transmission line containing those packets.  If the 

packets are encrypted, the attacker will not know what 

information he is jamming.  Since the packets will be 

encrypted they will have to try and decrypt each packet to 

gain access to the information they want to jam.  Using the 

TDMA protocol makes it so the attacker would have to 

jam all three time slots in order to be able to jam the smart 

meter.  Only jamming one-time slot would allow the smart 

meter to still transmit the packets through the other two 

time slots [23].  

5.5 DOS Attack and Countermeasures 

Another method of attack in smart grid system is called 

Denial of Service Attack or DoS. This happens when an 

attacker is overloading the packet traffic of the smart grid 

system by injecting their packets until the smart grid 

system can't handle and receive any more packets and 

crashes [20].  Since smart grid uses IP protocol and 

TCP/IP stack, it becomes subject to DoS attacks and to the 

vulnerabilities inherent in the TCP/IP stack [22]. DoS 

attacks might attempt to delay, block, or corrupt 

information transmission in order to make smart grid 

resources unavailable.  Smart grid information and log 

data are measured by a centralized system. Therefore, if 

the communication media between each sensor nodes and 

the Smart grid control system is compromised, it will 

jeopardize its availability from sending messages to the 

destination [21]. This will disrupt the whole smart grid 

operations for it will not be able to log any events 

happening at that time.  

 

Countermeasures – Some of the existing defense methods 

against DoS attacks are as follows. 

 Deployment of a reverse proxy technology that filters 

incoming packets that require to be dropped. Using 

such proxy technology, all random miscellaneous 

packets that are sent to overload the traffic will be split 

into fractions and sent through different proxies to 

lessen the "flooding" effects on the main control 

system [22]. 

 By expanding the network bandwidth sudden and 

unexpected surges in traffic can be 

accommodated.  Although expanding bandwidth would 

not stop a DoS attack, it however gives more time to 

react to it [22].  

 Use of an appropriate firewall settings to block packets 

coming in and out certain ports as well as block 

packets of different types such as UDP, TCP, ICMP 

based on the type of packets used in DoS attack [21]. 

 Using DoS attack prevention approach that contains 

signature detection and connection verification. Using 

this approach a node will be able to verify the identity 

of another node (whether it is a legitimate or attacker 

node). If the node is identified as an attacker, other 

nodes will drop packets sent from that attacker node 

[21]. 

 If an attack is in progress, all inbound connections 

should be closed to minimize the attack and reduce the 

amount of damage to the network [21]. 

 Built-in-DoS prevention software such as DOS shield 

provided by third party can also be used [22]. 
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6. PROPOSALS ON DEFENSE 

MECHANISMS 

This section presents analysis on defense mechanisms of 

different attacks on smart grid. 

6.1 GPS Spoofing 

Many current GPS receivers do not have an accurate clock 

to compare with.  By using timing data from an accurate, 

continuously running clock to compare to the time 

received from the GPS signal, the authenticity of the 

received GPS signals can be checked. If the time stays 

beyond some threshold, the users should be alerted to the 

possibility of a spoofing attack.  

Moreover, use of an encrypted a frequency channel that 

allows only authorized users to listen can mitigate GPS 

spoofing. Two devices could also agree on the signal 

strength threshold using received signal strength indicator 

(RSSI). If any other device tries to communicate with one 

of the known devices on a different signal strength, it 

would have to create a counterfeit signal which will 

automatically increase the signal strength of the original 

signal and thus, can be ignored. 

6.2  Time Synchronization Attack 

Setting static/manual time and location settings: Since a 

smart grid device would not be moved often and would be 

stationary, we could adjust the information in the smart 

grid to static instead of dynamic using the Internet.  We 

would manually change the timestamps, geographic 

location and other information needed for the smart 

grid.  This would minimize the chances of time 

synchronization attack and increase the chance of 

detecting time synchronization attack if the timestamp of 

one of the devices has been changed. 

6.3 Eavesdropping 

A way to counter eavesdropping would be to manually 

implement false data inside a smart meter as a decoy. 

When an attacker eavesdrops on a smart meter, he would 

be reading many different types of data. The attacker 

would not know which information is real and which one 

is the decoy (only the devices communicating knows by a 

special algorithm) and would have to test out all the 

information if he wants to go forward with the 

eavesdropping. 

6.4 . False Data Injection 

To counter false data injection, secure ports can possibly 

be introduced that have been verified and encrypted. All 

other ports that are not required can be closed. The 

implementation of a special process/algorithm could also 

be done so that it checks if the data is valid to add an extra 

layer of protection. The smart grid devices would only be 

exchanging information between these secure ports. If an 

attacker wants to implement false data into the network, 

they would have to know the secure port that the smart 

grid is using and the proper algorithm to deceive the 

devices as to think that it's a legitimate data. 

6.5 Transmission Jamming 

One way to counteract jamming would be to implement 

virtual machines to strengthen the system against jamming 

attacks.  This method would put all the applications on a 

virtual machine in an isolated network with virtually no 

access to the real hardware.  If an attacker is able to 

compromise the transmission channel from the control 

system to the virtual machine, the virtual machine can be 

shut down completely and the transmission can be 

transferred and continued using the actual host system 

temporarily until a new transmission line is established 

from the virtual machine.  You could keep adding virtual 

machines after the first one gets compromised, you would 

have a more backup transmission lines to send the data 

from, and the attacker would never be able to 

terminate/jam the delivery process. 

6.6  DoS Attack 

Once a DoS attack occurs it is recommended to shut down 

the device to stop it.  Since a DoS attack uses the IP 

address of the smart grid in order to attack encrypting the 

IP addresses of the smart grid devices may mitigate the 

attack.  

The IP addresses can be kept anonymous, unlisted, and 

encrypted to make it un-discoverable by anyone except for 

the administrator. If possible, using secure encrypted 

channels so that attackers cannot find the IP address 

through public channels is another solution. 

7. CONCLUSION  

In this paper, we presented some of the most common and 

dangerous attacks in a smart grid system. We presented 

how an attacker would execute an attack towards a smart 

grid system to compromise the significant information that 

could possibly be extracted. We also described how each 

attack works as well as the current defense mechanisms 

against these attacks. We analyze potential defense 

mechanisms that could be beneficial and help improve the 

security in the smart grid system. As a future work we plan 

to investigate new types of attacks and vulnerabilities in a 

smart grid system. 
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	Bad data - random errors can be filtered by the state estimator. Large measurement errors occur when meters have biases, drifts or wrong connections [16]. Detection and identification of bad data are done only after the estimation process by processin...

