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ABSTRACT 

Owing  to the  significant    advances    in   micro-electro-
mechanical systems (MEMS) technology, wireless communica-
tions and  digital  electronics  have enabled  the development    
of    low-cost,    low-power,    multifunctional sensor nodes whi-
ch are small    in  size    and  communicate    in  short distances.    
These   small   sensor   nodes,   which consist   of   data proce-
ssing,   sensing   and   communicating   compone-nts,   influence 
the idea of sensor networks based on collabo-rative effort of a 
large number of nodes. Sensor networks represent a large 
progress over traditional sensors. A sensor network is fabricated 
of large number of   sensor   nodes   which   is   densely   deploy-
ed   either   near   the phenomena or inside the phenomena. The 
place of sensor node need not to be predestined or engineered 
rather it is self-adjusting. WSNs have   got   many   applications   
in   different   fields   like   military, ecological, and   health-
related areas.   WSNs   suffer from many constraints, including 
low computation capability, small memory, limited energy 
resources, susceptibility to physical capture, and the use of 
insecure wireless communication channels. These constraints 
make security in WSNs a challenge. 
 

Keywords: WSN, Sensor Node, Symmetric Key, Asymmetric 
Key. 

1. INTRODUCTION 

The traditional software development methodologies have 
Advances in wireless communication and electronics have 
enabled the development   of   low-cost,   low-power, 
multifunctional sensor nodes. These tiny sensor nodes, 
consisting of sensing, data processing, and communication 
components,   make   it   possible   to deploy Wireless   
Sensor Networks   which   represent significant   improve-
ment   over traditional wired sensor networks. 
WSNs can greatly simplify system design and operation, 
as the environment being monitored does not require the 
communication or energy infrastructure associated with 

wired networks.   WSNs   are   expected   to   be   solute-
ions   to   many applications, like detecting and tracking 
the troops and tanks of enemies on a battlefield, monitor-
ing environmental conditions, measuring traffic conges-
tion on highways, and tracking the location of personnel 
inside a building. Many sensor networks have mission-
critical tasks and thus it is mandatory that security should 
be considered.   
Improper use of information or using forged information 
may cause information leakage and provide inaccurate 
results. 
WSNs differ from ad hoc networks by the following 
characteristics: 

 

 The number of nodes in WSNs is much more than 
that of ad hoc networks i.e. may be several orders 
greater than ad hoc networks. 
 

 Nodes in WSNs are densely deployed. 
 

 Sensor nodes are more prone to failures as 
compared to ad hoc networks because of their harsh 
environment. 
 

 Sensor nodes have limited computation, memory 
and processing resources. 
 

 Topology may change very frequently due to 
mobility. 
 

 Sensor nodes may not have global identification. 

2. ARCHITECTURE OF SENSOR NODE 

A WSN is fabricated of hundreds of sensor nodes having 
the capability of collecting data and routing that data to 
the router or end user.  A sensor consists of four basic 
parts: a sensing unit, a processing unit, a power unit and a 
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transceiver unit. It may also have additional application-
dependent components such as a location finding system, 
power generator, and mobilizer. 
Sensing units are usually composed of two subunits: 
sensors and analog-to-digital converters (ADCs). The 
ADCs convert the analog signals produced by the sensors 
to digital signals based on the   observed   phenomenon.   
The   processing   unit,   which   is generally associated 
with a small storage unit, manages the procedures that 
make the sensor node collaborate with the other nodes. A 
transceiver unit connects the node to the network. One of 
the most important units is the power unit. A power unit 
may be finite (e.g., a single battery) or may be supported 
by power scavenging devices (e.g., solar cells). Most of 
the sensor net-work routing techniques and sensing tasks 
require knowledge of location, which is provided by a 
location finding system. Finally, a mobilizer may 
sometimes be needed to move the sensor node, depending 
on the application. 
 

 

Fig. 1. The components of a Sensor Network. 
 
The protocol stack used in sensor nodes contains physical, 
data link, network, transport, and application layers 
defined as follows: 
 

 Physical layer: responsible for frequency selection, 
carrier frequency generation, signal deflection, 
modulation, and data encryption. 

 

 Data link layer: responsible for the multiplexing of 
data streams, data frame detection, medium access, 
and error control; as well as ensuring reliable point-
to-point and point-to-multipoint connections. 

 

 Network layer: responsible for specifying the 
assignment of addresses and how packets are 
forwarded. 

 

 Transport layer: responsible for specifying how the 
reliable transport of packets will take place. 
 

 Application layer: responsible for specifying how 
the  

data are requested and provided for both individual 
sensor nodes and interactions with the end user. 

 

 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Sensor Networks Protocol Stack. 

 

2.1 Technology Trends 

Current sensor networks can exploit technologies that 
were not available 20 years ago and perform function that 
was not even once dreamed of that time. The devices i.e. 
sensors, processor and communication devices are now 
getting much smaller and cheaper. Different commercial 
companies such as Crossbow, Ember and Sensoria etc.  
are building and deploying small sensor nodes and 
systems. These companies offer a vision that how our 
daily life will be enhanced a small network, embedded 
sensor nodes.  The   products  from  these companies  
such  as    PDAs  (personal  digital  assistants)  using  
Pocket  PC  or  Palm  operating systems  which  have  
considerable  computing  power  in  a  small  package.  
Some  of  these devices  have  got  built  in  sensing  
capabilities,  such  as  cameras.  These  powerful  
processors can be hooked to micro-electro mechanical 
system (MEMS) devices and machines along with 
extensive  databases  and  communication  platform  
which  bring  a  new  era  of  technologically sophisticated 
sensor nets. . (Chong Y C et al, 2003). 
On  the  other  hand  increases  in  chip  capacity  and  
processor  production  capabilities have  reduced  the  
energy  per  bit  requirement  for  both  communication  
and computing. Sensing,  communication  and  computing  
can  be  now  performed  on  a  single  chip,  which further  
reduced  the  cost  and  allowing  deployment  in  ever  
larger  numbers.  Looking into the future  (Chong  Y  C  et  
al,  2003)  predicts  that  advances  in  MEMS  technology  
will  produce sensors which will be even more capable 
and versatile. Table 1 Shows three generations of sensor 
nodes. (Chong Y C et al, 2003). 
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Table 1: Three Generations of Sensor Nodes. 

 
 

 

 
Fig. 3. Three Generations of sensor nodes.  

 
 
One of the important features of wireless sensor networks 
is the in-network processing of data. It can really decrease 
energy consumption as compared to transmitting all the 
raw data to the end node. 
The  above  described  features  ensure  a  broad  range  of  
applications  for  sensor networks.  Some  of  the  
applications  areas  are  health,  military,  home,  
environment,  security and other commercial. E.g. the 
doctor can monitor remotely the physiological data about 
the patient;  it  is more convenient  for  the  patient.  It  
also  permits  the doctor  to  better  understand the  current  
condition  of  the  patient.  Sensor  networks  can  also  be  
used  to  detect  foreign chemical  agents  in  the  water  
and  air.  Sensor network will also provide the end use 
with intelligence and a better understanding of the 
environment. 

3. CONSTRAINTS IN WSNS 

Individual sensor nodes in a WSN are inherently resource 
constrained. They have limited processing capability, 
storage capacity, and communication bandwidth. And  
 
 
these are mainly due to two reason one is limited energy 
and the other is small size. The design of security services 
in WSNs must consider the hardware constraints of the 
sensor nodes: 
 

 Computation: the embedded processors in sensor 
nodes are generally not as powerful as those in 
nodes of a wired or ad hoc network. As such, 
complex cryptographic algorithms cannot be used 
in WSNs. 
 

 Energy : energy consumption in sensor nodes can 
be categorized into three parts: 

 
 

o Energy for the sensor transducer 
o Energy for communication among sensor nodes 
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o Energy for microprocessor computation 
 

 Memory: memory in a sensor node usually includes 
flash memory and RAM. Flash memory is used for 
storing downloaded application code and RAM is 
used for storing application programs, sensor data, 
and intermediate computations. There is usually not 
enough space to run complicated algorithms after 
loading OS and application code. This makes it 
impractical to use the majority of current security 
algorithms. 
 

 Transmission range: The communication range of 
sensor nodes is limited both technically and by the 
need to conserve energy. The actual range is 
dependent on various environmental factors such as 
weather and terrain. 

4. SECURITY REQUIREMENTS 

The goal of security services in WSNs is to protect the 
information and resources from attacks and misbehavior. 
The security requirements in WSNs include: 
 
 Availability, which means that the network services 

will be available even in the presence of denial-of-
service attacks. That is the network will not lose its 
functionality. 
 

 Authorization, which ensures that only authorized 
sensors can be used to provide information to 
network. 
 

 Authentication, which ensures that the 
communication between the two nodes is 
trustworthy and a malicious node cannot interfere 
into the conversation of the two mentioned nodes. 
 

 Integrity, which ensures that a message sent from 
one node to another is not modified or corrupted by 
malicious intermediate nodes. 
 

 Non-repudiation, which denotes that a node cannot 
deny sending a message it has previously sent. 
 

 Freshness, which implies that the data is recent and 
ensures that no old messages are forwarded. Also 
forward and backward secrecy should be 
considered where forward secrecy  means that after 
leaving the network the node should not read the 
future messages of the network and backward 
secrecy means that after joining the network the 
new node should not be able to read previous data 
send.  

5. THREAT MODEL 

In WSNs, it is usually assumed that an attacker may know 
the security mechanisms that are deployed in a sensor 
network. The  attacker may compromise a node or it may 
physically capture a node through which they steal the key 
material and information contained in that node. That’s 
why most research work is focused on the secure routing 
between the nodes in WSNs. 
Attacks in sensor networks can be classified into the 
following categories: 
 

 Outsider versus insider attacks: outside attacks are 
defined as attacks from nodes which lies outside 
the WSN while insider attacks occur when internal 
nodes of a WSN behave in unintended or 
unauthorized ways. 
 

 Passive versus active attacks: passive attacks 
include eavesdropping on or monitoring packets 
exchanged within a WSN while active attacks 
involve some modifications of the data steam or the 
creation of a false stream into the WSN. 
 

 Mote-class versus laptop-class attacks: in mote-
class attacks, an adversary attacks a WSN by using 
a few nodes with similar capabilities to the network 
nodes while in laptop-class attacks, an attacker can 
use more powerful devices e.g., a laptop to attack a 
WSN. 

6. EVALUATION OF THE SECURITY 
(WSNS) 

A security scheme is evaluated by the following metrics 
whether it is appropriate in WSNs or not. Here are some 
metrics given below: 
 

 Resiliency: in case a few nodes are compromised, a 
security scheme should still protect against the 
attacks. 
 

 Energy efficiency: a security scheme must be 
energy efficient so as to maximize node and 
network lifetime. 
 

 Flexibility: key management needs to be flexible so 
as to allow for different network deployment 
methods. 
 

 Scalability: A security scheme should be able to 
scale without compromising the security 
requirements. 
 

 Fault-tolerance: a security scheme should continue 
to provide security services in the presence of faults 
such as failed nodes. 
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 Self-healing: sensors may fail or run out of energy. 
The remaining sensors may need to be reorganized 
to maintain a set level of security. 
 

 Assurance: assurance is the ability to disseminate 
different information at different levels to end-
users. 

7. ATTACKS IN SENSOR NETWORKS 

WSNs are subjected to various types of attacks. 
According to the security requirements in WSNs, these 
attacks can be categorized as: 
 
 Attacks on secrecy and authentication: Standard 

cryptographic techniques can protect the secrecy 
and authenticity of communication channels from 
outsider attacks such as eavesdropping, packet 
replay attacks, and modification or spoofing of 
packets. 
 

 Attacks on network availability: Attacks on 
availability are often referred to as denial-of-
service (DoS) attacks. DoS attacks may target any 
layer of a sensor network. 
 

 Stealthy attacks against service integrity: In a 
stealthy attack, the goal of the attacker is to make 
the network accept a false data value. 

First we will discuss the DoS attacks and the techniques to 
prevent them or to minimize them. The DoS attack 
usually refers to an attacker’s attempt to disrupt, or 
destroy a network. Sensor networks are usually divided 
into layers and DoS attacks may occur in any layer of a 
sensor network. Each layer attacks are discussed and their 
counter measures are also discussed. 

7.1 Physical Layer 

The physical layer is responsible for frequency selection, 
carrier frequency generation, signal detection, modulation, 
and data encryption. Also nodes in WSNs may be 
deployed in hostile or insecure environments where an 
attacker has easy physical access. 
 
7.1.1 Jamming 
 
Jamming is a type of attack which interferes with the 
radio frequencies that a network’s nodes are using. A 
jamming source may either be powerful enough to disrupt 
the entire network or less powerful and only able to 
disrupt a smaller portion of the network. Even with less 
power it can compromise certain nodes and it can disrupt 
the network. 

Typical defenses against jamming involve variations of 
spread-spectrum communication such as frequency 
hopping and code spreading. Frequency-hopping spread 
spectrum (FHSS) is a method of transmitting signals by 
rapidly switching a carrier among many frequency 
channels using a pseudo random sequence known to both 
transmitter and receiver. Without being able to follow the 
frequency selection sequence, an attacker is unable to jam 
the frequency being used at a given moment in time. 
However, as the range of possible frequencies is limited. 
Code spreading is another technique used to defend 
against jamming attacks but due to energy and greater 
design complexity it is not used in WSNs because of its 
limited resources. 
 
7.1.2 Tampering 
 
 Another physical layer attack is tampering. Given 
physical access to a node, an attacker can extract sensitive 
information such as cryptographic keys or other data on 
the node. The node may also be altered or replaced to 
create a compromised node which the attacker controls. 
One defense to this attack involves tamper proofing the 
node’s physical package but usually the nodes are not 
tamper proof due to its high cost. Therefore the security 
scheme should consider the situation in which sensor 
nodes are compromised. 

7.2 Link Layer 

The data link layer is responsible for the multiplexing of 
data streams, data frame detection, medium access, and 
error control. It ensures reliable point-to-point and point-
to-multi-point connections in a communication network. 
The following attacks may occur at this layer. 
 
7.2.1 Collisions 
 
A collision occurs when two nodes attempt to transmit on 
the same frequency simultaneously. When packets collide, 
a change will likely occur in the data portion, causing a 
checksum mismatch at the receiving end. The pack-et will 
then be discarded as invalid. An adversary may 
strategically cause collisions in specific packets such as 
ACK control messages. 
A typical defense against collisions is the use of error-
correcting codes. However, these codes also add 
additional processing and communication overhead. It is 
reasonable to assume that an attacker will always be able 
to corrupt more than what can be corrected. No complete 
defenses against them are known at this time. 
 
7.2.2 Exhaustion 
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Repeated collisions can also be used by an attacker to 
cause resource exhaustion. For example, a naive link-layer 
implementation may continuously attempt to retransmit 
the corrupted packets. Unless these hopeless retransmiss-
ions are discovered or prevented, the energy reserves of 
the transmitting node and those surrounding it will be 
quickly depleted. 
A possible solution is to apply rate limits to the MAC 
admission control such that the network can ignore 
excessive requests, thus preventing the energy drain 
caused by repeated transmissions. A second technique is 
to use time-division multiplexing where each node is 
allotted a time slot in which it can transmit. However, it is 
still susceptible to collisions. 
 
7.2.3 Unfairness 
 
An attacker may cause unfairness in a net -work by 
intermittently using the above link-layer attacks. This is 
the weaker form of DoS attack.  An attacker can degrade 
it in order to gain an advantage such as causing other 
nodes in a real-time MAC protocol to miss their 
transmission deadline. The use of small frames lessens the 
effect of such attacks by reducing the amount of time an 
attacker can capture the communication channel. 

7.3 Network and Routing Layer 

The network and routing layer of sensor networks is 
usually designed according to the following principles: 
 

 Power efficiency is an important consideration. 
 Sensor networks are mostly data-centric. 
 An ideal sensor network has attribute-based 

addressing and location awareness. 
 
The attacks in the network and the routing layer include 
the following: 
 
7.3.1 Spoofed, Altered, or Replayed Routing Information 
 
The most direct attack against a routing protocol in any 
net-work is to target the routing information itself while it 
is being exchanged between nodes. An attacker may 
spoof, alter, or replay routing information in order to 
disrupt traffic in the network. These disruptions include 
the creation of routing loops, attracting or repelling 
network traffic from select nodes, extending and 
shortening source routes, generating fake error messages, 
partitioning the network, and increasing end-to-end 
latency. 
A defense against spoofing and alteration is to add a 
message authentication code (MAC) after the message. 
By adding a MAC to the message, the receivers can verify 

whether the messages have been spoofed or altered. The 
MAC is discussed later in detail. 
 
7.3.2 Selective Forwarding 
 
A significant assumption made in multi-hop networks is  
 
 
 
that all nodes in the network will accurately forward 
received messages. An attacker may create malicious 
nodes which selectively forward only certain messages 
and simply drop others. 
One defense against selective forwarding attacks is using 
multiple paths to send data A second defense is to detect 
the malicious node or assume it has failed and seek an 
alternative route. 
 
7.3.3 Sinkhole 
 
In a sinkhole attack, an attacker makes a com-promised 
node look more attractive to surrounding nodes by forging 
routing information .The end result is that surrounding 
nodes will choose the compromised node as the next node 
to route their data through. This type of attack makes 
selective forwarding very simple, as all traffic from a 
large area in the network will flow through the 
adversary’s node. 
 
7.3.4 Sybil 
 
The Sybil attack is a case where one node presents more 
than one identity to the network. Protocols and algorithms 
which are easily affected include fault-tolerant schemes, 
distributed storage, and network-topology maintenance. 
For example, a distributed storage scheme may rely on 
there being three replicas of the same data to achieve a 
given level of redundancy. If a compromised node 
pretends to be two of the three nodes, the algorithms used 
may conclude that redundancy has been achieved while in 
reality it has not. 
 
7.3.5 Wormhole 
 
A wormhole is a low-latency link between two portions of 
the network over which an attacker replays net -work 
messages. This link may be established either by a single 
node forwarding messages between two adjacent but 
otherwise non-neighboring nodes or by a pair of nodes in 
different parts of the network communicating with each 
other. The latter case is closely related to the sinkhole 
attack, as an attacking node near the base station can 
provide a one-hop link to that base station via the other 
attacking node in a distant part of the network. 
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A solution packet leashing is used for detecting and 
defending against wormhole attacks. Two types of leashes 
were introduced: geographic leashes and temporal leashes. 
The proposed mechanisms can also be used in WSNs. 

 
 
 
 

  
 

Table 2: Sensor Network Layers and Denial of Service Defenses. 

 

 
 
7.3.6 Hello Flood Attacks 
 
Many protocols which use HELLO packets make the 
naive assumption that receiving such a packet means the 
sender is within radio range and is therefore a neighbor. 
An attacker may use a high-powered transmitter to trick a 
large area of nodes into believing they are neighbors of 
that transmitting node. If the attacker falsely broad -casts 
a superior route to the base station, all of these nodes will 
attempt transmission to the attacking node, despite many 
being out of radio range in reality. 
 
7.3.7 Acknowledgment Spoofing 
 
Routing algorithms used in sensor networks sometimes 
require Acknowledgments to be used. An attacking node 
can spoof the Acknowledgments of overheard packets 
destined for neighboring nodes in order to provide false 
information to those neighboring nodes. An example of 
such false information is claiming that a node is alive 
when in fact it is dead. 

7.4 Transport Layer 

The transport layer is responsible for managing end-to-end 
connections. Two possible attacks in this layer, flooding 
and de-synchronization are discussed. 
 
7.4.1 Flooding 
 
Whenever a protocol is required to maintain state at either 
end of a connection it becomes vulnerable to memory 

exhaustion through flooding. An attacker may repeatedly 
make new connection requests until the resources 
required by each connection are exhausted or reach a  
 
 
 
 
maximum limit. One proposed solution to this problem is 
to require that each connecting client demonstrate its 
commitment to the connection by solving a puzzle. The 
idea is that a connecting client will not needlessly waste its 
resources creating unnecessary connections. While these 
puzzles do include processing overhead, this technique is 
more desirable than excessive communication. 
 
7.4.2 De-synchronization 
 
De-synchronization refers to the disruption of an existing 
connection. An attacker may, for example, repeatedly 
spoof messages to an end host, causing that host to request 
the retransmission of missed frames. If timed correctly, an 
attacker may degrade or even prevent the ability of the end 
hosts to successfully exchange data, thus causing them to 
instead waste energy by attempting to recover from errors 
which never really existed. 
A possible solution to this type of attack is to require 
authentication of all packets communicated between hosts. 
Provided that the authentication method is itself secure, an 
attacker will be unable to send the spoofed messages to the 
end hosts. Authentication is discussed below in detail. 
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8. CRYPTOGRAPHY 

Selection of the most appropriate cryptographic technique 
is important in WSNs because all security services are 
ensured by cryptography. Cryptographic techniques used 
in WSNs should meet the limited resources constraints of 
sensor nodes and be evaluated by code size, data size, 
processing time, and power consumption. Here we focus 
on the selection of cryptography in WSNs. Two types of 
Cryptography are discussed here: 
 
 

 Symmetric key cryptography 
 Asymmetric key cryptography 

8.1 Symmetric Key Cryptography 

An encryption system in which the sender and receiver of 
a message share a single, common key that is used to 
encrypt and decrypt the message. Contrast this with 
public-key cryptology, which utilizes two keys - a public 
key to encrypt messages and a private key to decrypt 
them.  
Symmetric-key systems are simpler and faster, but their 
main drawback is that the two parties must somehow 
exchange the key in a secure way. Public-key encryption 
avoids this problem because the public key can be 
distributed in a non-secure way, and the private key is 
never transmitted.  
Symmetric-key cryptography is sometimes called secret-
key cryptography. The most popular symmetric-key 
system is the Data Encryption Standard (DES). 
The constraints on computation and power consumption 
in sensor nodes limit the application of public key 
cryptography in WSNs. Thus, most research studies focus 
on symmetric key cryptography in sensor networks. Five 
popular encryption schemes, RC4, RC5, IDEA, SHA-1, 
and MD5, were evaluated on six different 
microprocessors ranging in word size from 8 bit (Atmel 
AVR) to 16 bit (Mitsubishi M16C) to 32 bit 
widths(StrongARM, XScale). The execution time and 
code memory size were measured for each algorithm and 
platform. The experiments indicated uniform 
cryptographic cost for each encryption class and each 
architecture class. The impact of caches was negligible 
while Instruction Set Architecture (ISA) support was 
limited to specific effects on certain algorithms. 
Moreover, hashing algorithms (MD5 and SHA-11) 
incurred almost an order of a magnitude higher overhead 
than encryption algorithms (RC4, RC5, and IDEA). 
Due to the constraints in sensor nodes, symmetric key 
cryptography is preferred in a WSN. 

8.2 Public Key Cryptography 

Public-key cryptography refers to a cryptographic system 
requiring two separate keys, one of which is secret and 
one of which is public. Although different, the two parts 
of the key pair are mathematically linked. One key locks 
or encrypts the plaintext, and the other unlocks or 
decrypts the cipher-text. Neither key can perform both 
functions by itself. The public key may be published 
without compromising security, while the private key 
must not be revealed to anyone not authorized to read the 
messages. 
        
 
 

Fig. 4. Public Key Cryptography. 

Many researchers believe that the code size, data size, 
processing time, and power consumption make it 
undesirable for public key algorithm techniques, such as 
the Diffie–Hellman key agreement protocol or RSA 
signatures, to be employed in WSNs. 
Public key algorithms such as RSA are computationally 
intensive and usually execute thousands or even millions 
of multiplication instructions to perform a single security 
operation. Further, a microprocessor’s public key 
algorithm efficiency is primarily determined by the 
number of clock cycles required to perform a multiply 
instruction. Brown  et al. found that public key algorithms 
such as RSA usually require on the order of tens of 
seconds and up to minutes to perform encryption and 
decryption operations in constrained wireless devices 
which exposes a vulnerability to DoS attacks. On the 
other hand, Carman et al. found that it usually takes a 
microprocessor thousands of nano-joules to do a simple 
multiply function with a 128 bit result. In contrast, 
symmetric key cryptography algorithms and hash 
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functions consume much less computational energy than 
public key algorithms. 
For example, the encryption of a 1024-bit block consumes 
approximately 42 mJ on the MC68328 DragonBall 
processor using RSA, while the estimated energy 
consumption for a 128 bit AES block is a much lower at 
0.104 mJ. 
Recent studies have shown that it is feasible to apply 
public key cryptography to sensor networks by using the 
right selection of algorithms and associated parameters, 
optimization, and low-power techniques. The investigated 
public key algorithms include Rabin’s Scheme, 
NtruEncrypt, RSA, and Elliptic Curve Cryptography 
(ECC). Most studies in literature focus on RSA and ECC 
algorithms. The attraction of ECC is that it appears to 
offer equal security for a far smaller key size, thereby 
reducing processing and communication overhead. 
While public key cryptography may be possible in sensor 
nodes, the public key operations are still expensive. The 
assumptions may not be satisfied in some applications. 
Therefore, we don’t use it still. 

9. INTRUSION DETECTION 

Authentication and data encryption are not enough for 
ensuring data security. Another approach to protect WSNs 
involves mechanisms for detecting and reacting to 
intrusions. 
An Intrusion Detection System (IDS) monitors a host or 
network for suspicious activity patterns outside normal and 
expected behavior. It is based on the assumption that there 
exists a noticeable difference in the behaviors of an 
intruder and a legitimate user in the network such that IDS 
can match those preprogrammed or possibly learned rules. 
Based on the analysis model used for analyzing the audit 
data to detect intrusions, IDSs in ad hoc networks are 
classified into rule-based and anomaly-based systems. The 
rule-based intrusion detection systems are used to detect 
known patterns of intrusions while anomaly-based systems 
are used to detect new or unknown intrusions. A rule-based 
IDS has a low false-alarm rate when compared to an 
anomaly-based system, and an anomaly-based IDS has a 
high intrusion-detection rate in comparison to a rule-based 
system. 
However, WSNs are generally application-specific and 
lack basic information on topology, normal usage, 
expected communication patterns, and so forth. It is 
impractical to preinstall some fixed patterns in sensors 
before they are deployed. 
Moreover, due to constraints in sensors, to learn and 
detect these parameters after deployment is both time and 
energy consuming. Thus, existing IDSs in ad hoc 
networks may not be adapted to WSNs. The research on 
intrusion detection in WSNs is still preliminary. Current 

research focuses on how to detect and eliminate injected 
false information. Note that compromised nodes can 
always inject false information into a sensor network. 
Thus, cooperation among sensors, especially neighboring 
nodes, is necessary to decide the validity of a report. In 
this section, we discuss the intrusion detection techniques 
in WSNs. 

10. INTRUSION DETECTION IN WSNS 

Zhu et al. proposed an interleaved hop-by-hop authentica-
tion (IHOP) scheme. IHOP guarantees that the base station 
will detect any injected false data packets when no more 
than a certain number t of nodes is compromised. The 
sensor network is organized in a cluster-based hierarchy. 
Each cluster head builds a route to the base station and 
each intermediate node has an upper associate node and a 
lower associate node that is t+1 hops away. IHOP depends 
on the use of some sharing keys: 
 
 Every node shares a master secret key with the 

base station. 
 Each node knows its one-hop neighbors and has 

established a pair wise key with each of them. 
 A node can establish a pair wise key with another 

node that is multiple hops away if needed. 
 

Further, IHOP also assumes that the base station has a 
mechanism to authenticate broadcast messages (e.g., µ 
TES -LA). 
A cluster head collects information from its members and 
sends a report to the base station only when at least  t + 1 
sensors observe the same result. Meanwhile, a cluster 
head also collects the message authentication codes 
(MACs) from detecting nodes. Each detecting node sends 
two MACs to the cluster head: a MAC using the key 
shared with the base station, referred to as the individual 
MAC, and a MAC using the key shared with its upper 
associate nodes, referred to as the pair wise MAC. The 
cluster head then compresses the  t + 1 individual MACs 
by XORing them to reduces the size of a report. However, 
the pair wise MACs are not compressed for transmission. 
If they were, a node relaying the message would not be 
able to extract the pair wise MACs of interest to it. Thus, 
a legitimate report includes  t + 1 pair wise MACs and a 
compressed MAC for the base station. When an 
intermediate node receives a report, it verifies the MAC 
of its lower associate node. If it fails, the report is 
eliminated. Otherwise, it removes the MAC, generates a 
new MAC using its upper associate node pair wise key, 
and appends it to the report. 
IHOP ensures that the base station can detect false data 
packets when no more than t nodes are compromised. 
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However, the article does not show how to select the 
parameter t for a sensor network. 

11. FUTURE DIRECTIONS 

WSNs are promising solutions for many applications and 
security is often a key concern. Although research efforts 
have been made with regard to cryptography, key 
management, secure routing, secure data aggregation, and 
intrusion detection in WSNs, there are still some 
challenges to be addressed. First, the selection of the 
appropriate cryptographic methods depends on the 
processing capability of sensor nodes, indicating that 
there is no unified solution for all sensor networks. 
Instead, the security mechanisms are highly application-
specific. Second, sensors are characterized by the 
constraints on energy, computation capability, memory, 
and communication bandwidth. The design of security 
services in WSNs must satisfy these constraints. Third, 
most of the current protocols assume that the sensor nodes 
and the base station are stationary. However, there may be 
situations, such as battlefield environments, where the 
base station and possibly the sensors need to be mobile. 
The mobility of sensor nodes has a great influence on 
sensor network topology and thus raises many issues 
about secure routing protocols. In particular, we identify 
some of the future directions in the study of security 
issues in WSNs as follows. 
 

 Exploit the availability of private key operations on 
sensor nodes: Recent studies on public key 
cryptography show that public key operations may 
be practical in sensor nodes. However, private key 
operations are still too expensive to accomplish in a 
sensor node. As public key cryptography can greatly 
ease the design of security in WSNs, improving the 
efficiency of private key operations on sensor nodes 
is highly desirable.  
 

 Continuous stream security in WSNs: Current work 
on security in sensor networks focuses on discrete 
events such as temperature and humidity. 
Continuous stream events such as video and images 
are not discussed. Video and image sensors for 
WSNs might not be widely available now, but will 
likely be in the future. Substantial differences in 
authentication and encryption exist between discrete 
events and continuous events, indicating that there 
will be distinctions between continuous stream 
security and the current protocols in WSNs. 

 

 QoS and security: Performance is generally 
degraded with the addition of security services in 
WSNs. Current studies on security in WSNs focus 
on individual topics such as key management, 
secure routing, secure data aggregation, and 

intrusion detection. QoS and security services need 
to be evaluated together in WSNs. 
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